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The AI Commander Problem: Ethical, Political, and
Psychological Dilemmas of Human-Machine Interactions
in AI-enabled Warfare
James Johnson

Department of Politics and International Relations, University of Aberdeen, Aberdeen, UK

ABSTRACT
Can AI solve the ethical, moral, and political dilemmas of warfare?
How is artificial intelligence (AI)-enabled warfare changing the
way we think about the ethical-political dilemmas and practice of
war? This article explores the key elements of the ethical, moral,
and political dilemmas of human-machine interactions in modern
digitized warfare. It provides a counterpoint to the argument that
AI “rational” efficiency can simultaneously offer a viable solution
to human psychological and biological fallibility in combat while
retaining “meaningful” human control over the war machine. This
Panglossian assumption neglects the psychological features of
human-machine interactions, the pace at which future AI-enabled
conflict will be fought, and the complex and chaotic nature of
modern war. The article expounds key psychological insights of
human-machine interactions to elucidate how AI shapes our
capacity to think about future warfare’s political and ethical
dilemmas. It argues that through the psychological process of
human-machine integration, AI will not merely force-multiply
existing advanced weaponry but will become de facto strategic
actors in warfare – the “AI commander problem.”
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Introduction

This article explores the key features of the ethical, moral, and political dilemmas associ-
ated with human-machine socio-technical interactions in artificial intelligence (AI)-
enabled warfare.1 It draws insights from cognitive psychology, political philosophy,
and scientific-technological approaches to consider the confluence of military ethics,
emerging technology, and human psychology. Can AI solve the ethical, moral, and pol-
itical dilemmas of warfare? How might AI-enabled warfare affect our thinking about the
ethical-political dilemmas and practice of war?

I argue in this article that through the psychological process of human-machine inte-
gration, AI (especially machine learning (ML)) will not merely force-multiply existing
advanced weaponry but will likely become de facto strategic actors (planners,

© 2023 The Author(s). Published by Informa UK Limited, trading as Taylor & Francis Group
This is an Open Access article distributed under the terms of the Creative Commons Attribution License (http://creativecommons.org/
licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

CONTACT James Johnson james.johnson@abdn.ac.uk Department of Politics and International Relations, Uni-
versity of Aberdeen, King’s College Aberdeen, Aberdeen, AB24 3FX, United Kingdom

JOURNAL OF MILITARY ETHICS
https://doi.org/10.1080/15027570.2023.2175887

http://crossmark.crossref.org/dialog/?doi=10.1080/15027570.2023.2175887&domain=pdf&date_stamp=2023-02-11
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
mailto:james.johnson@abdn.ac.uk
http://www.tandfonline.com


warfighters, tacticians) in warfare – the “AI commander problem.”2 The diminished
role of human commanders in the trajectory, controllability, and consequences of
war is ontologically, ethically, and morally problematic. As scientific-technological
innovations such as AI are developed as a panacea to the Clausewitzian fog friction
of “human” war, and to solve the ethical-political dilemmas of warfare, it is easy to
lose sight of the underlining social, political, ethical, and psychological contexts of
war (Paret 1985).

Much of the present debate has revolved around ethical and legal concerns about
fielding lethal autonomous robots (or "killer robots") into armed conflict. The literature
contains both pessimism and optimism about the trajectory of human-machine inter-
action in war; even in technological-scientific circles, deep-seated worries about
control and bias are widespread (Russell 2019; Sauer 2021; Gill 2019; Schmitt 2013).
Less attention, however, focuses on the ethical (or “techno-ethical”), moral, and psycho-
logical dilemmas associated with the intersection of technology and warfare (Schwarz
2018a; Clark 2019; Dobos 2020; Bousquet 2018; Emery 2022; Roff 2014). The article
fills a critical gap in discussing complex socio-technical interactions between AI and
warfare. In doing so, it provides a valuable counterpoint to the argument that AI
’rational’ efficiency can simultaneously offer a viable solution to humans’ psychological
and biological fallibility in combat while retaining “meaningful human control” over
the war machine (Arkin 2009; Hagerott 2014).3 The article also argues that framing
the narrative in terms of “killer robots,” and similar tropes, misconstrues both the
nature of AI-enabled warfare and its ability to replicate and thus replace human moral
judgment and decision-making.

How has AI altered our understanding of war (and ourselves)? The article offers three
psychological insights into human-machine interactions to illuminate how AI will
influence our capacity to think about the political and ethical dilemmas of contemporary
warfare: (1) Human biological and psychological fallibility and the dehumanization of
AI-enabled war; taking humans psychologically further away from the act of killing;
(2) human psychology and cognitive bias in human-machine interaction and use of mili-
tary force; and (3) the emergence of a techno-ethics of war in AI-enabled warfare and the
implications for moral responsibility of war.

These insights address why, how, and to what effect human-machine interactions may
harbinger de facto AI commanders in future warfare. Some of these insights relating to
future war are necessarily speculative; only by extrapolating present trends in AI-
enabling technology can we elucidate the potential implications of the current trajectory
to draw logical (or illogical) conclusions. While we cannot escape our time, we can use
theories and empirical analyses as tools to serve us in critical inquiry.

The article is organized into three sections. The first section frames the argument by
contextualizing the broader dovetailing of humanity and technology with human-
machine interactions. It considers why and how humans become so entangled with
the machines and the emergent complex socio-technical system, the roots of military
techno-ethics, and the notion of riskless, frictionless war. It describes AI technology as
a new manifestation of this socio-technical trend. It argues that outsourcing human con-
sciences in war-making – in an illusionary bid to solve the ethical, moral, and political
dilemmas of war – risks eroding the vital link between humanity and war. This
section also engages with the various counterarguments that challenge the view that
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replacing humans with machines is necessarily a bad idea (the “AI optimists”). Humans,
for instance, make mistakes, often act irrationally, and are predisposed to atavistic
instincts including violence, immorality, and dehumanization (Haslam 2006; Brough
2007).

The second section considers the psychological features of human-machine inter-
action. Specifically, it unpacks several human biases – the illusion of control, heuristic
shortcuts (the Einstellung effect, existence bias), and automation bias – which can
make commanders prone to misuse or overuse military force for unjust causes. It also
discusses the potential effects of these biases in the broader political drive for a techno-
logical deus ex machina for predictability and centralized control over warfare.

Finally, the third section considers the potential implications of pursuing the means
of perfecting riskless and frictionless war with technologies like AI for military ethics
and moral responsibility in war. It contextualizes the debates surrounding the encoding
of human ethics into machines with AI technology. It also examines the role of human
emotion, which gives us a sense of reason and deliberation, influences our decisions,
and shapes our responses to ethical and moral dilemmas – situations in which no desir-
able outcome is obvious. Can human ethics be programmed into algorithms? And if so,
how might humans retain their ethics and values if moral responsibility is outsourced
to AI?

Dehumanization of AI-enabled war: machines hollowing out humanity?

Henry David Thoreau famously observed that combatants’ service to the nation is “not as
men mainly, but as machines, with their bodies” (Thoreau 1906, 359). An idea fast
gaining prominence is that humans will soon become the Achilles heel in the emergent
AI-enabled techno-war regime and will be inexorably distanced from the battlefield and
eliminated by “rational,” efficient, and autonomous weapons systems (Schwarz 2018a,
156). Intelligent machines will soon no longer need humans acting as autonomous
agents. Instead, war-making (goal-setting, on-board-targeting, ROEs, mission
command, completion success reporting, etc.) is increasingly being outsourced
(whether consciously or inadvertently) to the judgments and predictive insights of algor-
ithms. The logical end of this slippery slope is – or could at least be – a de facto AI com-
mander, whereby the act of killing, and thus the responsibility attached to agency, is
outsourced to machines. The emergent complex socio-technical system – to make war
faster, more lethal, asymmetric, and efficient – is being accomplished through a funda-
mentally psychological process of human-machine integration.

Why have humans become so entangled with machines? The history of human-
machine interactions and techno-ethics can be understood as a manifestation of the
broader evolutionary dovetailing of humanity and technology. A key feature of human
evolutionary history has been the pursuit to artificially augment our physical and
mental capabilities (e.g. human vision using ground glass, hydrate silicon, and fiber
optics). One could also call this the sacrificing of our physical strength for intellectual
upgrades. Recent neurological studies demonstrate that the human brain adapts through-
out life – and not just during childhood as previously thought – to fully incorporate new
technology to exploit its potential. This trajectory lends credibility to cognitive philoso-
pher Andy Clark’s notion of a human technology symbiosis to explain how our sense of
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self (or “human agency”) is determined in part by our relationship with technology
(Clark 2003).

The roots of military techno-ethics, which has enabled war at a distance, and the pol-
itically seductive notion of riskless war, can be traced back to the Western Enlightenment
assumptions of visualization and empiricism.4 Specifically, with the osmosis of rational-
ization of vision and mathematization of space maps to assumptions relating to verifiable
facts and empirical data, “truth” became only what the eyes verified as “reality” (Clark
2003, 144). Because of the moral and political imperatives of the use of force and the exi-
gencies of war, the pursuit of riskless war is both reasonable and commendable. In the
context of technologically enhanced weapons, particularly when used in asymmetric
war conditions, this drive threatens the basic foundations of Just War upon which the
moral justifications for violence and killing in war precariously rest (Renic 2019). Chris-
topher Coker writes: “Our ethical imagination is still failing to catch up with the fast-
expanding realm of our ethical responsibilities” (Coker 2008, 152). This expanding
realm is set to widen further as technology gains in autonomy, lethality, and
“intelligence.”

The increasingly complex entwining of technology and mankind, with its “multiplying
[of] human strength” and “inhumanity and destructive effectiveness,” challenge the
assumptions that underpin ethics and morals in war (Arendt 1970, 53). At the bleeding
edge of this human-machine fusion, AI technology augurs a new manifestation of an
omniscient technological solution to the ethical-political dilemmas of war. On the
larger question of the ethics of warfare in modernity, Harvard historian Drew Gilpin
Faust argues that the “seductiveness of war derives in part, from its location on this bound-
ary of the human, the inhuman, and the superhuman. Its fascination lies in its ability at
once to allure and repel, in the paradox that thrives at its heart” (Howard 2011, emphasis
added). The danger with the development of technology such as AI is the possibility that
humans may seek to reconcile this paradox by unwittingly outsourcing our consciences
of using lethal force to non-human agents who are ill-equipped to fill this void. Accord-
ing to Duncan MacIntosh, “by taking decisions to kill away from the soldier we will save
his conscience by “moral off-loading”…maybe we can offload the moral burden onto
autonomous weapons systems that will do the killing for us, thereby sparing us unbear-
able guilt” (MacIntosh 2015).

Shannon French and Anthony Jack conceptualize two categories of “dehumanization”
in war. The first is “animalistic dehumanization” (or “sub-humanization”), which charac-
terizes the enemy as inferior and creates psychological distance by generating contempt,
disgust, or hatred. The second is “mechanistic dehumanization” (or “objectification”),
which, by contrast, equates the enemy with inanimate objects (resulting in expressions
such as, e.g. “neutralize the target”). “Mechanistic dehumanization” generates cold
indifference, which, like “animalistic dehumanization,” creates the psychological distance
that permits combatants to kill without hesitation or compunction (French and Jack
2015, 165–195). French and Jack’s “mechanistic dehumanization” is instructive for this
exploration.

If technologies like AI draw combatants further away from the battlefield (both phys-
ically and psychologically), they risk becoming conditioned to view the enemy as inan-
imate objects “neither base nor evil, but also things devoid of inherent worth” (Brough
2007, 160–161). If the “emotional disengagement” associated with a mechanistically
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dehumanized enemy is considered conducive for combat efficiency and tactical decision-
making, the production of controlled and banal socio-technical interactions devoted to
moral emotions (remorse, guilt, shame, compassion, etc.) will be seen as ethically and
morally lamentable (French and Jack 2015, 186).5 As Hannah Arendt warned: “the devel-
opment of robot soldiers…would eliminate the human factor completely and, conceiva-
bly, permit one man with a push button to destroy whomever he pleases” (Arendt 1970,
50, emphasis added).

In collaboration with the International Human Rights Clinic at Harvard Law School,
the Human Rights Watch 2012 report Losing Humanity argued that “emotionless robots
could serve as tools of repressive dictators seeking to crack down on their own people
without fear their troops would turn on them” (Human Rights Watch 2012).
However, while human emotions can restrain humans, they can also unleash the
basest instincts of humanity, including those emotions associated with “animalistic dehu-
manization.” Contemporary history is replete with tragic case studies of unchecked
human emotions causing human suffering, such as Rwanda, the Balkans, Darfur, Afgha-
nistan, and most recently, Ukraine (Lerner and Keltner 2001, 146–159). Therefore, the
argument against the deployment of AI and autonomous weapons centered on the
absence of human emotions oversimplifies both the complexities of human emotion
and cognitive states and the psychologically nuanced nature of human-machine inter-
actions, and is empirically flawed. Instead, elucidation is needed on the psychological
and ethical impact of the dehumanization of war to address the danger of humanity
being hollow-out (spatially, temporally, and corporeally) by intelligent machines
(Coker 2013, xviii).

How might AI-enabled war upend Thucydides’s inseparable union of war and human
nature (Thucydides 1996)? Some argue that framing humans as biologically and psycho-
logically fallible (see below) and inferior to intelligent machines further removes humans
from the moral, ethical, and legal decision to use lethal force (Emery, 179–197). In this
new AI-enabled techno-military regime, humans will become further intertwined with
machines, “not merely to be better but to meet the quasi-moral mandate of becoming
a rational and progressive product: ever-better, ever-faster, ever-smarter, superseding
the limited human corporeality, and eventually the human” (Schwarz 2018a, 196, empha-
sis added). This argument is underpinned by an assumption that human (biological and
psychological) fallibility can be enhanced and ultimately supplanted by AI systems,
making war more rational, predictable, and controllable and, in turn, eroding the inse-
parability of human nature and war envisioned by Thucydides.6 Although the notion
of AI superseding and replacing humans in war is highly speculative and contested,
the psychological, ethical, and moral implications of increasing AI-enabled human-
machine interactions are ripe for empirical and theoretical exploration.

Human psychology and cognitive bias in human-machine interaction

What psychological insights can be garnered from human-machine entanglement?
Several human psychological factors associated with human-machine interaction can
cause commanders to misconstrue unjust conflicts (i.e. conflicts contrary to the just
war tenets of jus ad bellum and jus in bello) as legitimate and place undue confidence
in dispassionate machine rationality, thereby making militaries more predisposed to
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exaggerate their ability to control events and more prone to resort to military force. This
section considers three cognitive biases and psychological predispositions that might
compel commanders to misuse or overuse military force for unjust causes: the illusion
of control, the quest for order and predictability, heuristic shortcuts, automation bias,
and AI and techno-rationalization.

The illusion of control

People’s belief in their ability to control pure chance events is a recurrent finding in
experimental psychology (O’Creevy et al. 2003, 53–68). According to behavioral
studies, decision-makers in competitive, adversarial, violent contexts, where decision-
makers are most emotionally attached to a particular outcome – war-making being an
obvious example – are more prone to overstate their ability to control of events. The
studies reveal that individuals engaged in “skill-oriented” situations (competition,
choice, interaction, etc.) are prone to exaggerate their control and deny or misjudge
the existence of chance, contingency (the "just world hypothesis"), and luck (Thompson
1999, 187; Dobos 2020, 91). Moreover, and most pertinent to human-machine inter-
actions, the studies found that if participants were familiar with a simulated task, such
as a wargaming exercise, they were even more prone to the “illusion of control”
(Dobos 2020, 311). That is, people in a “skills-orientation” situation or process tend to
conflate chance and contingency with a skill (or “skills cues”) they have developed.
The illusory promise of control and certainty is dispelled neither by enhanced expertise,
know-how, or sober reflection; instead, these measures often have the reverse effect (Kah-
neman and Renshon 2009, 79–96).

It is easy to imagine how this might play out in the context of AI-enabled warfare. For
instance, the leaders of state A contemplate using AI-enhanced cyberattacks (e.g. data
poisoning, malware, or denial of service) against state B’s command and control net-
works in response to B’s unlawful annexation of sovereign territory along a shared
border. Intelligence officers, flanked by geospatial technology, AI-enabled autonomous
drone swarms on intelligence, reconnaissance, and surveillance (ISR) missions, and AI
“big-data” analytics warn leaders of the risk of inadvertent escalation and wider
damage – for example, damaging state B’s nuclear retaliatory capabilities or civilian infra-
structure. Recent wargaming simulations conducted by state A that run similar contin-
gencies to those unfolding in the real world increases the leader’s confidence (i.e. “skill
cues”) in their ability to control events on their terms. This is known as “escalation dom-
inance” (Kahn 1965). In the real world, however, once the order has been given to deploy
offensive cyber weapons – and without the means of recall, reliably signal, or proportion
responsibility in cyberspace – the capacity of state A to control escalation and limit
broader damage is limited (Acton 2020). Given these dangers and challenges, how are
humans expected to retain meaningful control over the command-and-control
decision-making process?

Quest for order and predictability

The history of command in warfare can be understood as a continuous quest for order
over chaos and complexity (or “chaoplexic warfare”) and to impose control and
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predictability amid uncertainty (Bousquet 2008). In battle, the side best able to under-
stand the various contingent elements that comprise the strategic environment in
which war is fought – for example, battlefield awareness, the adversary’s intentions,
and the activities of one’s allies and one’s own forces – have invariably prevailed
(Creveld 2003, 264). Military historian John Keegan (1976, 18–19) notes that the
central purpose of military training “is to reduce the conduct of war to a set of rules
and a system of procedures – and therefore to make orderly and rational what is essen-
tially chaotic and instinctive.”Against the backdrop of the re-emergence of strategic great
power competition, AI technology has become the newest currency for commanders to
reinvigorate their scientific quest to impose predictability and certainty on the modern
battlefield (Lieber 2000; Jervis 1978; Johnson 2021).

The political momentum behind the drive for complete predictability and centralized
control over warfare was catalyzed by the threat of nuclear Armageddon during the Cold
War and manifested in the computer revolution and the greater use of analytical tools,
sensors, radar technology, and data processing systems (Talmadge 2019; Bousquet
2008; Wiener 1967). US General William Westmoreland in 1969 encapsulated a vision
of a future scientific way of warfare: "On the battlefield of the future, enemy forces will
be located, tracked, and targeted almost instantaneously through the use of data links,
computer-assisted intelligence evaluation, and automated fire control" (Westmoreland
1969, 215–223). Although humans have broken with Cartesianism – that scientific
knowledge can be derived a priori from “innate ideas” via deductive reasoning – we
are still seduced by the allure of science and controlling war in many ways. AI-enabled
weapons are, therefore, symptomatic of a cumulative longer-term effort by militaries
to use technology to tame chance and irradicate uncertainty in chaoplexic warfare (Bou-
lanin 2020).

Westmoreland’s vision inspired a new generation of techno-military concepts and
approaches, including cybernetic warfare, network-centric warfare (NWC), and the
broader concept of a revolution in military technology, to create a centralized, friction-
less, and automated warfare (Cohen 1996; Cebrowski 1999; Alberts and Hayes 2003). It is
noteworthy that most military technological “revolutions” have been justified on similar
grounds, that is, morally justifying the pursuit of a specific technology (e.g. nuclear and
chemical weapons) to make war more efficient and less brutal, even when those technol-
ogies ultimately have a detrimental humanitarian impact (Caron 2020). In fact, most pre-
dictions have gone wrong when they have overestimated the technological factor – and
underestimated the human one (O’Hanlon 2018). Moreover, technological advances can
also place a heavy burden on existing ethical norms, legal regulations, practices, and
notions such as proportionality, responsibility, and meaningful human control.7 Shifts
in the threat environment can cause our moral vocabulary to adapt in lockstep with
the capabilities and functions of machines we invent.

Driven by the assumption that machines will obviate fallible, emotional, and irrational
human combatants, the enchantment of an AI-enabled micromanaged battlefield – com-
bining AI-augmented ISR, autonomous weapons, and real-time situational awareness –
has renewed the military adoption of Westmoreland’s techno-military regime as a
panacea to the Clausewitzian fog and friction of war in the digital age (Arquilla and Ron-
feldt 1997; Kissinger, Schmidt, and Huttenlocher 2021; US ONR 2014). According to
Robert Castel, this endeavor reflects “a grandiose technocratic rationalizing dream of
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absolute control of the accidental understood as the irruption of the unpredictable. In the
name of this myth of absolute eradication of risk” they may inadvertently manufacture
novel risks (Castel 1991, 288, emphasis added). Frequent accidents involving human-
machine interactions demonstrate that a human-in-the-loop is not a panacea, particu-
larly when it is challenging to distinguish civilian objects from combatants and military
objectives (Aircraft Accident Investigation Board Report 1994).8

Commanding war in complex and uncertain strategic environments entails more than
voluminous, cheap (and often biased) data sets, and inductive machine logic. Until AI
systems can produce testable hypotheses or reason by analogy and deductively reason
(using “top-down” logic) like humans, they will not understand the real world and not
be fully able to make decisions in non-linear, complex, and uncertain environments
(Norvig 2014).9 Commanders’ intentions, the rules of law and engagement (e.g. the prin-
ciple of proportionality), and the exhibiting of ethical and moral leadership in the
execution of strategic objectives are critical features of ethical, moral, and tactically
effective military decision-making (e.g. highly context-dependent targeting decisions)
(Roff 2014, 211–227). If we hold AI-ML systems to be incapable of properly performing
these intrinsically human traits, the role of human agents in “mission command” – the
implicit communication and bond of trust between tactical leaders and the political-stra-
tegic leadership – will be even more critical in future AI-enabled warfare (Goldfarb and
Lindsay 2022; Kramer 2015; Beyerchen 1992–1993).

Heuristic shortcuts

Arguably, as geopolitical and technological-deterministic forces spur militaries to
embrace AI – in the pursuit of fleeting first-mover advantages of speed, lethality, and
scale – commanders’ intuition, emotion, and latitude will be needed more than ever
before to cope with the unintended consequences, organizational friction, strategic sur-
prise, and dashed expectations associated with the implementation and assimilation of
military innovation (Horowitz 2010). This problem may be compounded by a cognitive
propensity of individuals and organizations to “fixate on one particular kind of solution
to a problem due to one’s exposure to, or familiarity with, that solution” – that is, a heur-
istic shortcut to solve problems as efficiently as possible, known as “the Einstellung
effect.” A related concept is “Maslow’s hammer,” encapsulated by Abraham Kaplan’s
analogy: “Give a small boy a hammer, and he will find that everything he encounters
needs pounding” (Dobos 2020, 88–89).

In a military context, this cognitive bias can make decision-makers prone to use capa-
bilities just by virtue of possessing them, having invested time, energy, or political capital
and resources in their acquisition. In his report to the UN Human Rights Council of
lethal autonomous robotics (LARs), legal scholar Christof Heyns notes:

Official statements from Governments with the ability to produce LARs indicate that their
use during armed conflict or elsewhere is not currently envisioned… subsequent experience
shows that when technology that provides a perceived advantage over an adversary is avail-
able, initial intentions are often cast aside. (Heyns 2013, emphasis added).

This bias can impair the ability of decision-makers to make impartial and objective risk
assessments of the likelihood of operational success, thereby, unbeknownst to the
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decision-maker, distorting the appraisal of competing alternatives to problems. As John
Kleinig notes in the case of police militarization: “Equipment purchased ‘just in case’ …
suddenly finds a use in situations that do not readily justify it” (Kleinig 2015). While it
would be an exaggeration to claim that the Einstellung effect will distort every judgment
on the use of military force, it may nonetheless contribute to the generation of false posi-
tives about the necessity for war (Dobos 2020, 90).

An overdue focus on AI-enabled speed and tactical efficacy is particularly perturbing
in crisis-management situations (e.g. nuclear brinkmanship), where inadvertent esca-
lation risks loom large, and humans rely on conceptual, analytical, and conscious delib-
eration (or “System 2’ thinking) to make fast and reflexive judgments in stressful
situations for cognitive closure (or “System 1’ thinking) (Kahneman 2011). For
example, the US DoD’s 2022 Joint All-Domain Command and Control (JADC2) strat-
egy report proposes integrating AI-ML technology into command and control (C2)
systems to speed up the “decision cycle” relative to adversary abilities (US Department
of Defense 2022). The JADC2 report obfuscates the possible strategic implications of
automating the decision-making cycle for tactical gains and AI’s illusionary clarity of
certainty (Johnson 2022). AI-ML algorithms are unable to effectively mimic “System
2” thinking (or “top-down” reasoning) to make inferences from experience and
abstract reasoning, with perception being driven by cognition expectations, which is
a critical element in safety-critical contexts where uncertainty and imperfect infor-
mation require adaptions to novel situations (Bahdanau, Cho, and Bengio 2014;
Bengio, Lecun, and Hinton 2021).

AI and techno-rationalization redux

State-of-the-art AI language-based machine learning systems in production today, such
as OpenAI’s GP3 and DeepMind’s Gato, have been successfully used in context-specific
reasoning tasks such as summarizing documents, generating music, classifying objects in
images, and analyzing protein sequences. However, these systems are limited by the
amount of information they can “remember” while executing a given task – or the
problem of “continued learning” (Wiggers 2021).10 As a result, whether writing an
essay or controlling a robot or automobile, these systems often fail to recall what they
have learned from a training data-set; systems must be constantly reminded of the knowl-
edge they have gained or risk becoming “stuck” with their most recent “memories”
derived from their training data.

Several high-profile public displays of AI systems in gaming and simulated virtual
environments highlight the unpredictability and inexplicability of techno-rationalization
(AlphaStar Team 2019; Pawlyk 2020). One of the most worrisome features of AI-enabled
warfare is a reductionist scientific view of war that may delude commanders into think-
ing that war can be controlled and predicted by objective, neutral, and rational machines.
During stressful and fast-moving crises (e.g. anti-access area-denial contested zones),
using AI decisions to provide an aura of objective legitimacy in place of prudence may
result in the opportunistic misuse of machine logic to validate legally or ethnically ques-
tionable behavior or justify existing practices rather than justifying existing practices by
seeking out alternatives. Predictive policing studies in the United States, for example,
have demonstrated how a combination of biased AI training data-sets and an
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overreliance on machines made officers prone to dismiss or not seek out contradictory
information in preference of algorithmically generated judgments which they choose
to accept as fact (Millar 2014; Meijer and Wessels 2019).

Some just war scholars argue that the military has already ceded some authority over
jus in bello to machines that provide technical analysis to ensure decision-makers stay
within the law, which has further defused the moral responsibility for actions from
senior military leaders and military lawyers to “computer-assisted expertise” (Crawford
2013, 233). The authority and agency ceded to intelligent machines – based on an
assumption of technical superiority, practical utility, and neutrality in decision-making
– will likely be compounded by developments in AI-enhanced capabilities (e.g. LAWS,
ISR, big-data analytics, robotics, and cyberweapons) that further entwine humans with
machines, making potential mishaps (either human or machine) go unseen and unethical
decisions more difficult to detect and thus contest (Schwarz 2018a, 159). In sum,
advanced weapons systems augmented by AI technology challenge existing notions of
agency and contestability, potentially innovating novel and increasingly autonomous
ways to kill in a new techno-military regime.

As AI-enabled capabilities become assimilated into military doctrine, operational con-
cepts, and strategic culture, militaries will be prone to unreflectively assign positive moral
attributes to the resultant AI-enabled techno-military regime. Recent empirical psychol-
ogy studies corroborate David Hume’s hypothesis that people have an immediate favor-
able response to what is already established; they tend to “imbue the status quo with an
unearned quality of goodness, in the absence of deliberative thought, actual experience or
reason to do so” (Eidelman et al. 2009, 765, emphasis added; Hume 1992). In other
words, if a technology such as AI exists, people will assume that “what is, ought to
be.” Its existence is unquestioned and justified and becomes the cognitive default. This
is what we know as “existence bias” (Eidelman et al. 2009).

Furthermore, the blind pursuit of AI-enabled tactical efficiency also risks down-
playing the fluctuating nature of strategic and political objectives, democratic
debate, the ethics of war, and military proportionality, which statistical probabilistic
AI reasoning is unable to replicate or simulate synthetically (Davis and Bracken
2022). For instance, by shifting the focus to technical prowess and precision in the
conduct of war and away from discussions on whether war justifies the ends (i.e.
from jus ad bellum to jus in bello), leaders risk eroding the critical link between
the means and proportionality of war, and in turn, will tend to assume that tactical
prescriptions are ethical and morally sound. In other words, AI’s assumed tactical
efficiency might provide leaders with an expedient deus ex machina to use military
force divorced from consequences. For example, during the Second Iraq War, US
Navy Captain Arthur Cebrowski stated that “network-enabled armies kill more of
the right people quicker… with fewer civilian casualties, warfare would be more
ethical” (Shachtman 2007, emphasis added). How might an AI system calculate
what is a proportionate response? Who would be held responsible for the legal and
ethical mistakes of machines?

Today, there is no reliable metric (legal, computational, or normative) to objectively
measure disproportionate suffering (unethical, immoral, moral-injury related, superflu-
ous, or excessive) during combat; it is ultimately subjective and requires human judg-
ment. For example, “Bugsplat” software and its AI-ML enhanced successor SKYNET
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have been developed and deployed by the US DoD to support human decision-makers in
determining the most “appropriate” and “precise” payload for US drone strikes in order
to destroy a target and calculate its impact (Sharkey 2014).11 Scholars highlight the
morally flawed design, exploitation, and the erosion of “ethical due care”12 (Emery
2022, 182) in the use of technologies like these to conduct so-called “algorithmic assas-
sinations” at a distance.13 By contrast to traditional (“semi-autonomous”) long-range
strike systems (e.g. missile defense systems and unmanned drones), because AI-
enabled autonomous weapons can select and engage their targets without humans inter-
vention, soldiers are not only relieved of the moral gravity that accompanies the experi-
ence of killing but also the decision to kill (MacIntosh 2021).

Outsourcing parts or the entire ethical deliberation process to AI outputs – even if the
ultimate decision to use lethal force remains with humans – will not answer the complex
and subjective ethical-political dilemmas in war. Counterintuitively, ethical deliberation
in chaoplexic war demands a degree of human subjective “inefficiency” – a core feature of
ethical deliberation and democratic discourse – to face the challenges of complexity, con-
tingency, and asymmetry in jus in bello, rather than encoded techno-rationalized
“efficiency” (Derian 2000). Therefore, an undue focus on statistics (i.e. how many civi-
lians have been killed or injured) and tactical efficacy risks eschewing critical debates
on the initial rationale for war ( jus ad bellum) or the altered character of war that tech-
nology like AI enables (Chamayou 2014).

Moreover, in uncertain and contingent contexts like war, subjective proportionality
calculation is needed – to determine, for example, a genuine target in a warzone and
weigh the target value by a probability of its presence and absence – for which AI stat-
istical probabilistic inductive reasoning is arguably ill-equipped.14 Therefore, integrating
AI in the formulation of strategy in chaoplexic warfare – and the assessment of the role of
military force within it – will require creativity, adaption, and an understanding of the
likely consequences of any course of action, to exploit this uncertainty. As philosopher
Pierre-Joseph Proudhon cautions: “the fecundity of the unexpected far exceeds the state-
man’s prudence” (Arendt 1970, 7).

Automation bias

What happens when military commanders place too much trust in AI systems? The shift-
ing political economy and authoritative hierarchy of human-machine interactions can
partly be attributed to the uncritical and often blind trust placed in intelligent machines,
a cognitive affliction known as “automation bias.”15 This would describe situations where
humans anthropomorphize machines and view technology as more capable than it is –
ascribing human-like significance to AI – and thus use automation as a heuristic replace-
ment for vigilant information seeking, cross-checking, and adequate processing supervi-
sion.16 According to AI researcher Eliezer Yudkowsky, “anthropomorphic bias can be
classed as insidious: it takes place with no deliberate intent, without conscious realization,
and in the face of apparent knowledge” (Yudkowsky 2008). Consequently, people assume
positive design intent even when presented with evidence of a system’s failure. As the
Scottish philosopher David Hume opined, “there is a universal tendency among
mankind to conceive all beings like themselves…We find human faces in the moon,
armies in the clouds” (Hume 1889, 11).
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More worrisome, studies demonstrate that this phenomenon manifests itself in
both experts and non-expert participants, and in military and civilian contexts. It
cannot be mitigated by enhanced training protocols, and it can affect group and indi-
viduals decision-making processes equally (Skitka, Mosier, and Burdick 1998; Watson
2019). People’s deference to machines can result a) from the presumption that
machine decisions result from hard, empirically-based science; b) from the presump-
tion that algorithms function at speeds and complexities beyond human capacity (the
anthropomorphic argument), or c) from people’s fear of being overruled or out-
smarted by machines (Shekhtman 2016). Although few studies relate to this phenom-
enon in AI across multiple domains (e.g. driverless vehicles, medicine, aviation, and
the financial markets), empirical studies demonstrate people’s proclivity to auto-
mation bias (Wagner, Bornstein, and Howard 2018; Parasuraman and Manzey
2010). In the financial sector, for instance, the appeal of algorithmic “black box”
trading is precisely due to the fact that it encourages automation bias – that is, the
assumption that the trading recommendation of algorithms is far superior to those
of humans (Pasquale 2016).

This phenomenon in a non-linear and contingent military context could mean that
planners become more predisposed to view the judgments of AI as analogous (or even
superior) to those of humans. An assumption that machines make better judgments
than humans may also cause commanders to defer accountability and responsibility
for the use of lethal force and thus neglect how AI in human-machine interactions
is shaped by humans (e.g. algorithmic design, parameters, and settings that define
the interactions, and how strategic objectives are defined and adapted), and thus
how AI may influence decision-making in war (e.g. predictions and decision
outputs, inductive reasoning, real-time situational awareness, and biases embedded
in algorithms by their human creators). For example, a recent study of human–com-
puter interaction in the US Air Force, with algorithms spanning over two decades,
revealed a strong tendency to outsource judgment in using military force to machines
and outsource accountability for the killing of non-combatants during warfare
(Emery 2022). Outsourcing the practical judgment of human commanders to
machines – in a flawed attempt to address the complex ethical-political dilemmas
inherent in uncertain war – also risks undermining the moral assumptions that under-
pin the right to use lethal force in war (Renic 2019). Arendt notes that while there is a
distinction between legal and normative moral issues, both presume the power of per-
sonal judgment and responsibility and are thus intrinsic to the “human condition”
(Hill 2021, 163).

A recent study of surveillance in law enforcement highlights the effects of automation
bias on predictive policing. The study notes: “The phenomenon of automation bias
occurs in decision-making because humans tend to disregard or not search or contradic-
tory information in light of a computer-generated solution that is accepted as correct”
(Millar 2014, 122). This tendency is equally prevalent in fully automated decision-
making systems and in cases where humans remain “on the loop” to make judgments
on machine-decision outputs – or “mixed-mode” systems (Schwarz 2018a, 159). For
example, the US Air Force’s Unmanned Aircraft Systems Flight Plan 2009–2047 outlines
its vision for AI-enabled (data processing, software upgrades, sensor enhancements, etc.)
autonomous drone swarm technology that will allow multiple drones to cooperate with a
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variety of lethal and non-lethal ISR missions at the “command of a single pilot,” i.e. “on
the loop” (US Air Force 2009, 41).

Efforts to reduce the role of humans in the combat decisions prompted by tactical pri-
orities will further diminish the role of commander’s intent and permit life-and-death
decisions to be made by algorithms who lack the intuition of humans – as well as
other non-calculable human qualities such as compassion, respect, emotion, mercy –
to sense something is wrong and change a course of action without explicit orders.
Even where humans are “on the loop” monitoring the executions of certain decisions
(e.g. targeting lists and launch and recall decisions), human decision-making would be
too slow to react and thus intervene in AI-enabled warfare (Davis 2007).17 A key take-
away of these studies is that despite human involvement in the decision-making
process, automation bias can mean that errors and unethical or biased algorithmic
decisions go undetected or unchallenged (Simonite 2019).18

Several analysts have warned that if human commanders place too much confidence
in AI reasoning without fully understanding how machines reach a particular outcome,
then decision-makers could trust machine-generated data implicitly and without scru-
tiny (Parasuraman and Riley 1997). For example, the Tesla Model 3 crash in 2018 –
where a driver in autopilot mode plowed into a fire truck on a freeway – demonstrated
the risk of placing too much trust in autonomous technology, though not necessarily in
AI (Hawkins 2018). In this scenario, like other incidents involving vehicles in auto-pilot
mode, the skill-based reasoning automated systems relying on “bottom-up” processing
(or “skills-based reasoning”) failed, and fatalities occurred because inattentive drivers
did not realize that an automated driving assist feature still needs “top-down reasoning”
– or human intuition, common sense, experience, and judgment (Cummings 2021).

The drive for predictability and centralized control over warfare and meaningful
human control – that is, human-in-the-loop or human-on-the-loop, either positively
to use lethal force or negatively to prevent an AI-guided accidental deployment – neglects
the psychology of human-machine interactions, and above all, how automation bias
shapes human-machine interaction in decision-making.19 In extremis, this neglect
might shift the hierarchy in the human-machine relationship from benign tools of our
will and force-multipliers to becoming key influencers of ethical, political, and strategic
concepts and norms through machine logic and rationality. In sum, the mystical quality
of superhuman omniscience and omnipresence in AI overlords, acting on the uncertain
and complex battlefield, will likely further diminish the role of humans in war.

Military techno-ethics and the moral responsibility of war

Can technology resolve the vexing ethical, moral, political dilemmas of war? The preva-
lent view that AI systems are morally objective and thus superior to (more “rational”
than) human (“irrational”) judgment and decision-making is becoming profoundly
entrenched and presents us with a new range of psychological and ethical dilemmas;
above all, deliberating on the costs and benefits of political-military objectives against
unforeseeable but probable outcomes and experiencing the cognitive and emotional
weight of those decisions (Bousquet 2018; Clark 2019). Coding ethics into AI-enabled
capabilities has emerged as a possible solution to the complex, nuanced, and highly sub-
jective ethical-political dilemmas of war: the political choices to use military force and the
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psychological traumas of war combatants face in the conduct of war (Emery and Biggs
2022). Christopher Coker writes: “We are trying to ‘moralize’ weapons, an elegant
term for abdicating control over our own ethical decision-making [to intelligent
machines]… that may be better placed than use to make the right moral judgment”
(Coker 2013, xxiii). Thus, the Panglossian quest to imbue AI with human conscience
(or “AI consciousness”) (Holland 2003) risks defusing moral responsibility of war to
technology, “smoothing over” (rather than eliminating) moral and ethical tensions
between discrimination, responsibility, and accountability for actions and accidents in
war (Crawford 2013, 233).20

A bifurcated focus on the utopian or dystopian effects of AI and future warfare fre-
quently neglects the intrinsic role of humans in the long casual chain associated with
AI algorithms: the programmer, the designer, the military bureaucracy, military and pol-
itical leaders, and the operator. Thus, it is challenging to mete out responsibility and
blame for intentional unethical acts and war crimes or (human or machine) mishaps.
This causal chain may also become socially constructed and anthropomorphized if the
human creators define their self-worth and moral and ethical benchmarks in relation
to the standards of superior, rational, and “efficient”machines. For example, proponents
of lethal autonomous weapons such as drones frame them as efficient (less human cost)
and effective (accurate discrimination of targets) tools of military force at a distance and
as morally and ethically reliable (Foust 2013; Strawser 2010).

Roboticist Ronald Arkin argues that “intelligent robots can behave more ethnically in
the battlefield than humans currently can” (Cornelia 2008). Similarly, AI researcher Gary
Marcus posits that as driverless vehicles mature, they might become more moral than
human drivers; ipso facto, the decision to drive a car would be inherently immoral
(Marcus 2012). This perspective, however, neglects the potential of AI-enabled auton-
omous weapons to circumscribe the shared humanity that connects adversaries.
Without the first-hand experience of the horrors of war, commanders may become over-
confident, injudicious, and progressively desensitized to using AI-enabled autonomous
weapons (Galliott 2016). Consequently, militaries that delegate decisions on the use of
lethal force to machines might normalize (both combatant and potentially civilian)
casualties and violence, thus potentially impeding any desire to prevent or terminate
conflict (Vallor 2016). Ultimately, soldiers far removed from the battlefield might be
incapable of developing fundamental military ethical virtues such as mercy, compassion,
respect, and empathy (Vallor 2015) – a moral void machines cannot fill.21 This is what is
often called “moral de-skilling.”

Elke Schwarz posits that AI coded ethics contains the “illusory promise of certainty,
the fallacy of being able to offer a technical way of resolving ethical questions,” thus
obscuring the ethical questions (Schwarz 2018a, 198). For instance, the US DoD
claims that “Bugsplat” can “produce a large body of scientifically valid data, which
enable weaponeers to predict the effectiveness of weapons against most selected targets”
(US Joint Chiefs 2013, emphasis added). Can humans retain their ethics and values if
moral responsibility is outsourced to AI? And if so, might human ethics be programmed
into AI and ultimately defined through algorithmic code, which we, due to automation
bias, will use to justify lethal force?

Even if we accept the (albeit tenuous) argument that intelligent machines are morally
and ethically preferable on the battlefield to humans, several problems remain. What

14 J. JOHNSON



moral and ethical codes should we bake into AI’s? Deontological, utilitarian, Kantian
ethics, absolutism, virtue ethics, just war theory, divine command ethics, ethical due
care, or something else? What might the effect of this choice be for human moral,
legal, and personal responsibility and accountability in war? (Veruggio and Abney 2014).

Complicating this choice further, an ethical theory has not yet advanced to the point
where broad agreement exists (even amongst moral philosophers) on the “correct” or
“best” answer for the vast heterogeneity of moral circumstances, ethical conduct, and
dilemmas (Anderson 2008). For instance, it cannot be assumed that there will ever be
a satisfactory answer to the question of what should a person do in a type x ethical situ-
ation. Therefore, ethical military behavior, like many other domains, will be improvised
based on experience, perceptual skills, and emotions rather than mastering an ethical-
moral algorithmic code. In situations where disagreement existed over whether a particu-
lar action was morally acceptable, autonomous systems that are expected to behave ethi-
cally and morally would either be unable to act or make an arbitrary decision – neither of
which would be satisfactory during combat.22 Even if the goal of creating autonomous
ethical machines were achieved, judgment would need to be made about the “moral
status” of the non-human agent (i.e. vis-à-vis human agents).

Therefore, encoding ethical principles will require extensive analysis and deliberation
before any precision can be achieved. As former DoD Chief of High-Value Targeting,
Mark Garlasco, noted, “we cannot simply download international law [or ethics and
morals] into a computer” (Singer 2009, 389). What do ethical principles mean in prac-
tice? For instance, does civilian support of the enemy in an insurgency make civilians
a viable target? And how can torture be distinguished from mild pressure? Moreover,
should designers encode these principles based on logical inductive statistical reasoning
(i.e. proving and refuting theorems), or wait until the induction-deduction and top-down
vs. bottom-up cognitive problems have been resolved, that is, when AI can produce
reason by analogy and deductively reason like humans (Wallach and Allen 2009)?23

As Austrian philosopher Ludwig Wittgenstein (and his successors) argued, concepts
and principles such as morals and ethics contain structures deeply embedded in the
social, cultural, and linguistic fabric of the human experience (Wittgenstein 1973). The
burden of the challenge of answering these questions is, therefore, substantial.

Ronald Arkin argues that AI systems must appreciate the ethical significance of com-
peting courses of action and use ethical and moral principles in a context-appropriate
manner to address some of these vexing questions. Arkin’s hypothetical solution is an
algorithm that can obviate messy human emotion and irrational impulses and identify
situations where there is a significant risk of unethical behavior and respond, either by
restraining the system directly or alerting human operators who would intervene to
resolve ethical dilemmas – a so-called “ethical governor” (Arkin 2009). For Arkin’s
ethical governor concept to be workable, however, ethics uploaded to an AI system
must appreciate the nuances of competing courses of action and execute moral codes
(not to kill unnecessarily, avoid collateral damage, not harming non-combatants, and
adhering the Geneva and Hague Conventions, etc.) with high fidelity in a context-appro-
priate manner. “Ethical governors” would; therefore, either run the risk of machines
acting unethically (e.g. contravening the principles, laws, and norms of war) and leave
it to human operators to pick up the pieces, or require machines themselves to think,
plan, and act “ethically,” that is, through the optimization and verification of sensory

JOURNAL OF MILITARY ETHICS 15



data with a judgment and choice of action equivalent to human capacity (Sparrow
2004).24 Either way, the ability of humans to challenge the abstracted ethics of machines
would be reduced, opening up a moral vacuum where neither laws, moral guides, or
norms have adequate reach (Schwarz 2018b).

At a practical level, it is questionable whether AI-enabled capabilities can distinguish
legitimate from illegitimate targets. To resolve this problem, some have argued that
autonomous weapons should only be used in less complex strategic environments
where there is a lower chance of encountering non-combatants. Critics stress the improb-
ability of programming such context-specific and value-laden consequentialist reasoning
principles (e.g. not to target civilian populations, what constitutes a legitimate combatant
target, and the level of civilian casualties deemed acceptable) into algorithms (Hagerott
2014; Arkin 2009). At the very least, it remains an open empirical question whether
machines can be trusted to implement the moral judgments of humans safely and reliably
in warfare.

During asymmetric conflicts such as insurgencies, civil wars, and gray-zone conflicts
such as the Russian invasion of Ukraine in 2022, reliable intelligence about whom to
target needs to be based not only on situational awareness but also on attempts –
albeit with limited hope of success – to determine the other side’s intentions (i.e. the
“theory of the mind”) as a means to predict their future behavior in particular contingen-
cies (Rauta and Stark 2022). The goal of coding human ethics into machines, such as
Arkin’s ethical governor – conceived on the assumption of the superiority of Cartesian
rational ethical decisions lacking human emotion – understates the pivotal role
emotion plays in ethical decision-making in war (Emery and Biggs 2022). As William
James pointed out, human emotions are fundamentally enmeshed in every “rational”
decision and ethical choice we make (James 2009). Therefore, human actions, emotions,
and morals cannot be explained away by Spinozan general laws and then coded into
algorithms (Tallis 2010). Valerie Morkevicius writes: “emotions can help us to act
morally in four ways that are particularly relevant for the ethics of war… informing
our moral intuition, generating empathy, and holding us accountable for our choices
[that in turn] guide us towards more ethical behavior” (Morkevicius 2014, 10).

Although human judgment and prediction are far from perfect, evolutionary features
of our social interactions (psychological, social, cultural, political, emotional, etc.) allow
us to recognize subtle cues (e.g. facial expressions and emotions) that machines arguably
cannot. These cues can prove critical, for example, in situations where lethal force is inap-
propriate, such as children being forced to carry empty guns, non-combatants attending
to the wounded, or insurgents burying their dead (Sharkey 2014, 118). Because every
ethical war decision is contextually and empirically bound, each choice and action
have different ethical implications, thus making it virtually impossible to compute
(Schwarz 2018a, 166–167). Consequently, if machine morality becomes anthropomor-
phized into existence by engineers using “fuzzy intuitions,” the ethical coding enterprise
will be reduced to merely a problem-solving exercise within constraints – or “operational
morality” (Beavers 2010).

At a philosophical level, whether one adopts a consequentialist or a non-consequen-
tialist view of the nature of the principles of jus in bello has important implications for
whether and how AI meets the jus in bello requirement of discrimination. Philosopher
Thomas Nagel argues that in warfare, people must acknowledge the “personhood” (or
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humanity) of the enemy – both sides need to acknowledge that they are Kantian “ends in
themselves” (Nagel 1972). Following Nagel’s argument to its logical end – and without
taking it purely at face value – until which time (arguably never) AI achieves the moral
standing of “persons,” they will be unable to meet the requirements of jus in bello.25

Moreover, techno-ethics cannot account for cacophonic facets of the human condition
such as empathy, emotion, intuition, compassion, revenge, remorse, cognitive bias,
experience and learning, and many sensory perceptions that influence our decisions
and shape our intentions and thus our responses to ethical and moral dilemmas
(Simon 1987; Gross 2002; Gayer et al. 2009; Mehta, Jones, and Josephs 2008; Gladue,
Boechler, and McCaul 1989). Human judgment, ethics, and beliefs are conditioned by
our cognitive capacities and limitations that give us a sense of reason and deliberation
(i.e. human agency), which has evolved to cope with the breakdown of rational control
(Veruggio and Abney 2014, 355–356).26 Schwarz writes that we should not attempt “to
normalize and homogenize something [human ethics and morals] that can be neither
normalized or homogenized owing to its inherent contingent nature” (Schwarz
2018a, 186).

Conclusion

In her political theory magnum opus, The Human Condition, Hannah Arendt sought to
consider the human condition “from the vantage point of our newest experience and our
most recent fears… in order to think though what we are doing” (Arendt 1998, 5, empha-
sis added). In the spirit of inquiry inspired by Arendt’s work, this article has addressed
the vexing and complex issues that arise as humans become increasingly intertwined
with intelligent machines. Above all, the fear that by absolving human decision-
makers of the political and ethical dilemmas and paradoxes of war by outsourcing
these tasks to machines, we risk creating moral vacuums that hollow out meaningful
ethical and moral deliberation in the illusory quest of riskless, “rational,” and frictionless
war. Moreover, the fallacy that technology such as AI – as the latest manifestation of the
scientific way of war – offers a panacea to the uncertainty and contingency of war
removes us one causal (physical and psychological) step further from war-making,
making us less equipped to control, or even foresee, the consequences of war as a funda-
mentally “human thing”. The aura of tactical efficiency associated with AI provides
leaders with an expedient deus ex machina to use military force divorced from
consequences.

This article has provided a counterpoint to the argument prevalent today in the
defense community that delegating war-making to AI offers a viable solution to the
psychological and biological fallibility of humans in war while simultaneously retaining
meaningful human control over the AI-powered war machine. It argues that this latter
argument neglects the psychological processes of human-machine integration – or
human technology symbiosis – specifically, how AI human-machine interactions are
both shaped by humans and shape military decision-making. Because of the complex
and quintessentially cognitive-psychological symbiosis of man and machine – across
the tactical to the strategic decision-making continuum – algorithms cannot be merely
passive neutral force multipliers of advanced capabilities. Instead, as deep human-
machine symbiosis will alter and shape the psychological mechanisms that make us
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who we are, AI agents, as they learn and evolve, will likely become – either inadvertently
or more probable by conscious choice – de facto strategic actors in war.

The article contributes three key psychological insights that consider human-machine
interactions and political-ethical dilemmas in future AI-enabled warfare. These insights
elucidate the de facto AI commander problem advanced in the paper.

First, efforts to make war faster, more lethal, asymmetric, and efficient are being
accomplished through a socio-technical psychological process of human-machine inte-
gration. Human-machine integration is part of a broader evolutionary dovetailing of
humanity and technology. AI represents a new manifestation of the pursuit of a techno-
logical solution, a new manifestation of an omniscient technological solution to the
ethical-political dilemmas of war. The logical end of this trajectory is an AI commander.
The danger is that decision-makers may seek to reconcile the paradox of war by outsour-
cing our consciences in the use of lethal force to non-human agents who are ill-equipped
to fill this ethical, moral, and void.

Second, AI is the newest means commanders leverage in their technical-scientific
quest to impose predictability and certainty in chaotic and complex contemporary
warfare (or chaoplexic warfare). Until AI can produce testable hypotheses or reason
by analogy and deductively reason like humans, they will, however, be incapable of
understanding the real world, and the role of human agents in “mission command”
will be even more critical in future AI-enabled warfare. Moreover, specific cognitive
biases (illusion of control, heuristic shortcuts, automation bias) associated with
human-machine interactions can compound the “illusion of control” problem.

The research also found that biases (1) can make decision-makers prone to use capa-
bilities just because they invested time and resources in their acquisition, which may
produce false positives about the necessity for war (the Einstellung effect); (2) can
make decision-makers prone to unreflectively assign positive moral attributes to the
latest techno-military Zeitgeist; and (3) can lead to humans anthropomorphizing
machines and viewing technology as a heuristic replacement for vigilant information
seeking, cross-checking, and adequate processing supervision (automation bias).

Finally, the notion that human ethics can be coded into AI algorithms as a possible
solution to war’s subjective and multifaceted ethical-political dilemmas is technically,
theoretically, ontologically, and psychologically problematic, and ethically and
morally questionable. These vexing questions require open and broad democratic
debate and multi-disciplinary deliberation (NATO OTAN 2020; Schmitt 2013;
Ekelhoff and Paoli 2019; Tarraf 2019; ICRC 2018). Abdicating control over our
ethical decision-making to machines – under the assumption that AI can make superior
moral judgments – risks defusing (rather than eliminating) the moral responsibility of
war to technology.

AI opens up a Pandora’s box of images, illusions, myths, hopes, and fears that
humanity since the ancient Greeks have impressed upon artificial life, automata, self-
moving devices, and human enhancements (Mayor 2020). Because the psychological
issues associated with the human-machine symbiosis borrow from many other
related disciplines (military and applied ethics, law, philosophy, neuroscience, compu-
ter science, etc.), the challenge of unsnarling old from new issues in the drive for
analytical erudition and moral clarity is substantial. The current transition to a new
era of autonomous “intelligent” machines has its providence in ancient times and
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thus offers us a valuable opportunity to ruminate about not only about what these
advances will mean for the character of future war, but also what it means for the
human condition. The “AI commander” notion expounded here not only serves as
both a warning about the potential consequences of neglecting the salience of
human psychology in human-machine interactions, but also provides us with the
kinds of deep questions we need to consider as this critical symbiosis between man
and machine evolves in its latest incarnation in the age of AI.

Notes

1. There are three different types of AI: artificial “narrow” intelligence (ANI), artificial general
intelligence (AGI) that matches human levels of intelligence, and artificial superintelligence
(ASI) (or “superintelligence”) that exceeds human intelligence. The debate about when and
whether AGI (let alone ASI) will emerge is highly contested and thus inconclusive. This
article focuses on task-specific “narrow AI” (or “weak AI”), which is rapidly diffusing and
maturing (e.g., facial recognition, natural language processing, navigation, and digital assist-
ants such as Siri and Google Assistant).

2. Many AI-enabled weapons have already been deployed, are already operational, or have
already been developed by militaries. Examples include: Israel’s autonomous Harpy loiter-
ing munition; China’s “intelligentized” cruise missiles, AI-enhanced cyber capabilities, and
AI-augmented hypersonic weapons; Russia’s armed and unarmed autonomous unmanned
vehicles and robotics; and US “loyal wingman” human-machine teaming (unmanned F-16
with a manned F-35 or F-22) program, intelligence, surveillance, and reconnaissance (ISR)
space-based systems, and various AI-ML-infused command and control support systems.

3. The notion of “meaningful human control” in the context of autonomous weapons, while
gaining currency is also contested; see Moyes 2016.

4. The pursuit of riskless war – dictated by the exigencies of war – is logical and morally laud-
able. This same drive, however, is moving us ever closer to a mode of violence that strains
the basic foundations upon which our moral justifications for killing in war rest.

5. Mechanistic dehumanization creates an “emotional disengagement” by engaging brain parts
that give rise to an “emotionally dysfunctional cognitive mode.”

6. Whether values and morals are independent of rationality (advocated by David Hume) or
correlated with rationality (advocated by Immanuel Kant) remains an unresolved philoso-
phical question. The Humean view is generally more common in discussions about AI that
assume machine “values” (i.e., goals and motives) are independent of their “rationality” (i.e.,
their reasoning about how to accomplish goals), see Chalmers 2010.

7. For example, throughout the nineteenth century aerial bombing placed a significant strain
on the utilitarian logic of military necessity; see Smith 2022.

8. For example, the 1994 friendly fire shootdown of two US Army Blackhawks in the no-fly
zone over Northern Iraq was caused by human misidentification of the Airborne Warning
and Control System (AWAC), and the 1988 USS Vincennes mistaken attack of an Iranian
civilian airline was due to human error caused by errors in the Aegis missile defense
system human-machine interface.

9. AI-ML techniques (e.g., image recognition, pattern recognition, and natural language pro-
cessing) inductively (inference from general rules) fill the gaps in missing information to
identify patterns and trends, thereby increasing the speed and accuracy of certain standar-
dized military operations, including open-source intelligence collation, satellite navigation,
and logistics.

10. Algorithms are generally trained once on a data-set, thus making them incapable of learning
new information without retraining. By contrast, the human brain learns constantly using
knowledge gained over time and building on it as it encounters new information and
environments.
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11. The role of AI in an advisory or decision-support capacity – while the underlying technology
may be similar – is very different from AI in decision-making or active battlefield capacity.
While the former might, in theory, offer commanders and their tactical leaders improved
battlefield awareness and thus resulting in more informed decisions, because of the
various cognitive psychological issues described, AI may perform an outsize role, thereby
obviating any potential ethical advantages of this synthesis. For a more detailed decision
of this slippery slope argument, see Johnson 2022.

12. “Ethical due care” refers to a positive commitment to save civilian lives, not merely to apply the
rule of proportionality and kill no more civilians than is militarily necessary (see Emery 2022).

13. Other examples of “algorithmic assassinations” include Israeli’s Harpy “fire and forget”
autonomous drone, which uses its software to prioritize the threat and then verify the
target; and the US Phalanx system that “automatically detects, evaluates, tracks, and
engages,” and performs kill assessments against its targets. Both these “autonomous”
systems rely on pre-programmed data-sets and are incapable of self-learning or targeting
objects that do not emit threat signals or trajectories that can be sensed.

14. A proportionality calculation should be based on an estimate of the potential differences in
military outcome if a particular action has not been taken.

15. Evidence suggests that peoples’ levels of trust in machines can also be affected by other
factors, including culture, familiarity, and anthropomorphizing (Butcher 2022).

16. The source of excessive trust and automation bias might also be a machine’s (real or per-
ceived) capability, regardless of anthropomorphism.

17. Whether future AI-enabled systems will be able to match or surpass the performance of
humans “in-the loop” is an open empirical question.

18. For example, there is mounting evidence that AI data-sets can perpetuate biased decision-
making in the medical domain, such as prioritizing health care for white patients over black
ones.

19. The control “loop” concept has also been criticized for the crude distinction it makes about
decision-making. Command decision-making can be both immediate (i.e., in an individual
targeting situation) or more broadly defined (i.e., associated with algorithmic program-
ming); see Heyns 2016.

20. The concept of “AI consciousness” (or “machine consciousness” is a heavily contested and
vexing neurological, philosophical, and psychological issue.

21. As a counterpoint, recent evidence suggests that drone operators do not feel the emotionally
distance – and arguably its subsequent dehumanization – but quite the opposite; they are
allowed, due to modern technology, to come psychologically much closer to the enemy,
resulting in cases of moral-injury, PTSD, and other mental afflictions for drone operators
as much as for combatants on the physical battlefield (Chappelle et al. 2014).

22. Some non-ethicist philosophers believe that in cases where no agreement exists on ethical
dilemmas a metaethical concept known as ethical relativism can be applied – that is, the
view that both sides are correct and there are no absolutes wrongs. This approach is gener-
ally rejected by ethicists.

23. For a discussion about the need to merge the cognitive top-down with the bottom-up
approach, see Wallach and Allen 2009.

24. Bioethicist Robert Sparrow adopted Alan Turing’s 1950 “Turing Test” to serve as a basis for
testing whether machines had achieved the moral standing of humans: the hypothetical
“The Turing Triage Test.”

25. The ability ofmachines to think for themselves, and broader questions about themoral stand-
ing of machines, would require the creation of AGI (or “strong AI”) – the ability of machines
to understand and learn any task that a human can. AGIwould bring about AI systems able to
reason, plan, learn, represent knowledge, and communicate in natural language.

26. In most ethical traditions, “agency” matters because of our “theory of the mind.” Human
social evolution has made us hardwired to attribute agency – and thus intention and
blame – promiscuously to those we interact with.
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